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IN THIS WHITE PAPER

Wireless business enablement for enterprises in 2004 is hitting a wave of momentum
and is demonstrating an important value proposition through cost savings, increased
productivity, improved business processes, and realized return on investment (ROI).
With a growing appreciation of the value of live data and through an enhanced
ecosystem of wireless technology, wireless enablement of corporate resources is
becoming an increasing priority. This white paper discusses the emergence of the
enterprise wireless market, the significance and differentiation among mobile users,
the business case for wireless enterprise applications, and the critical criteria to
establish an end-to-end wireless solution.

INTRODUCTION

There is a lure to mobilizing corporate applications that enterprises will find
increasingly hard to resist. On the surface of awareness is a fairly obvious
understanding that mobile devices can be platforms on which business users can
leverage a range of personal and corporate data with greater flexibility than that
offered by desktop and notebook computers. However, it is the insightful organization
that will recognize the returns that come from putting the most up-to-date data into the
hands of those in the field who can do the most with it. Whether it is for interacting
with customers, working with suppliers, or allowing employees to make the most of
time spent away from their desks, access to live data saves time through increased
efficiencies, instills confidence through demonstrable competency, and ignites ideas
for building a new freedom and flexibility for corporate operations.

Mobile and wireless fit into a variety of useful business scenarios, many of which will
evolve and expand over time as companies come to better understand the benefits of
the instant access and dissemination of knowledge. The momentum in mobile
initiatives have been strong in industries such as retail, manufacturing, education,
healthcare, and the public sector, where employees tend to spend more time out and
about than sitting at a desk. There also has been considerable success within
financial and legal services, where there is value in receiving data now rather than
later.

Every industry, however, has workers who have some degree of mobility in their work
life and can potentially benefit from a mobile solution.

SALES FORCE AUTOMATION

There are few positions where the efficiency by which an employee can access and
move knowledge from one place to another can affect a company's revenue more
than a sales person. Increasing the efficiency of information exchange at the client
point of contact can directly translate to increased sales, shorter sales cycles, a more






is no connectivity is indeed prevalent (especially in North America), a store-and-
forward method providing a transparent offline experience for the mobile worker is
critical for a productive work experience.

Wireless LAN or 802.1x connectivity refers to a fixed mobility environment, but with
an opportunity to access a much higher connectivity rate at most likely a lower cost
than a WAN connection. This type of connectivity can be found in private
environments, such as across a multiple-building campus environment, be it a higher
education institution, private business, or government environment, as well as in
public environments, such as airports, convention centers, hotels, and restaurants. In
both environments, the use of real-time access and synchronization over this fast
connection is typical. In both cases, the working environment consists of a fixed
amount of time at the site, rather than a continuous usage environment — whether it
is a visiting employee from the West Coast leveraging the WLAN for the day or the 20
minutes at the gate of an airport.

THE BUSINESS CASE FOR WIRELESS ENTERPRISE
APPLICATIONS

The momentum in enterprise mobility currently sits with email, in part because its
utility is obvious and users welcome it with open hands. Another reason is wireless
email is the battle-tested "best practice" for enterprise mobile and wireless
implementations, and many look to it for the education foundation upon which all
other mobile efforts will be built. Through a number of viable offerings that balance
limited breadth of functionality with highly competitive depth in their core functions,
these email solutions simply do messaging well without forcing users to contend with
other unneeded functionality and related increases in cost, physical size, and weight.

Although email's wide appeal and established best practices have made it a common
starting point, its ROl is fundamentally based on soft costs rooted in productivity
gains, which can be difficult to quantify. Working in a time where discretionary
spending has retreated to conservatism, projects with formless returns are often
challenged to receive their due. However, hard-dollar returns in remote access
service savings are not uncommon and can, themselves, be an incentive to
implement. But the power of productivity gains should not be discounted since staying
ahead by being more productive than anyone else is a straightforward concept few
would dispute.

Although the actual returns in productivity may be nebulous, it is easy to appreciate
the value of staying connected, the ability to respond immediately, and the effects
those benefits can have on individual performance and, subsequently, the
organization's success. Wireless email is hardly a bold investment or an irresponsible,
speculative gamble. It is not a leap of faith nor a chance that is too big of a chance to
take. And most certainly, it is not a decision based on a scientific ROI calculation.
What it is is an investment in future innovation, a simple first step in data mobility,
where progress can be observed and a corporate wireless vision can be inspired.

Venturing beyond email, the returns become more intriguing when one considers
what can come from a system that provides simple, secure connectivity to corporate
data regardless of worker location. In environments where moving knowledge from
one worker to another is central to operations, mobile and wireless technologies can
be the instruments of higher efficiencies. However, because enterprises are looking to
mobilize the applications that run their businesses, which are not always standard
programs and frequently designed to build competitive advantages, rarely is there a
blueprint to follow. Enterprises entering this realm of "what's next" need to understand
some general principles as they move forward:

Implementation should be driven by business requirements, not

technology. Although mobile and wireless technology is fascinating, if its
implementation is more about keeping pace with technology rather than how it
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benefits business processes, it won't be nearly as useful as much as it is
interesting.

Mobility should also not be thought of as a means for creating new applications
and processes but, instead, as a way to improve an enterprise's current ways of
doing business. Processes should be examined in the context of how they can
be improved through the ability to disseminate or receive data sooner rather than
later and evaluated with an outcome approach that cuts through the hype of "the
next big thing" to the technologies appropriate for task. When it comes to
enterprise applications, mobile does not always mean wireless and wireless does
not always mean mobile. It will, however, signal a change in the way business
will be conducted. Where wireless email simply broadened the bounds from
where messages could be sent and received, mobilizing corporate applications
can force a retooling of the workflows they are intrinsically tied to and require
employees to adapt their jobs to the faster pace of data.

The benefits of mobilizing enterprise applications can surpass those from
wireless email. Not only can the benefits of mobilizing enterprise applications
exceed those from wireless email, they are often quantifiable in hard dollars
because the mobile extensions intend to improve the processes that are tied to
either revenue or customer satisfaction. Think of these following examples:

0 What is the impact of alerting a manufacturing line instantly when large
orders hit?

U What are the benefits of processing transactions while customers are waiting
in line?

0 What is the cost of allowing field workers to exist as silos of knowledge on
paper-based systems?

U If service is your business, what is the cost of showing up late with the wrong
part?

0  What is the impact of closing the sale sooner rather than later — because
the salesperson had the most up-to-date inventory data and customer
information in hand with a real-time connection to the billing and order
fulfillment system?

Where you often need to trust that the productivity gains from wireless email will
translate to benefits for the company, mobilizing the applications that steer a
company can result in increased profits, reduced costs, heightened customer
satisfaction, and more customer renewals because wireless and mobile
technologies speed up the processes that drive revenue by bringing efficiencies
to actions that could not be handled immediately.

Benefits need to be assessed in terms of the total cost of ownership (TCO)
of the wireless extensions. Benefits are seldom built without associated costs
— not all of which are in monetary form. Any benefit that a mobile solution can
bring should be weighed against its short-term and long-term costs.

Up-front costs of mobilizing enterprise applications will include an investment in
self-analysis to discover where mobile technologies have the most impact.
Include application development, systems integration costs, and an investment in
mobile devices because setting and enforcing IT policies on devices is more
easily done when the company owns the devices outright. Ongoing costs will
include systems and application maintenance and monthly operator costs if there
is a wide-area wireless component. Then you need to add in technical support
and training. In essence, the line items for adding mobility to corporate data are
similar to any IT project and, therefore, need to be balanced against the
alternative ways and costs of getting the job done.
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The total cost of ownership of mobilizing data to handheld devices, ideally, would
be competitive with the next best substitute, such as accessing the data with a
laptop through a secure remote access connection. As the costs of the
alternatives diverge, benefits and outlays of the solutions should be scrutinized in
a context that considers the accelerating trend that enterprises be responsive,
connected, and collaboratively informed. What is the cost of catching up? What is
the cost of regaining a competitive advantage?

The critical concerns of enterprises need to be addressed. Enterprises face
a variety of hurdles in their pursuit of mobile connectivity, hurdles that many
companies will be forced to contend with as more workers untether from the
office.

SECURITY

As workers are able to access corporate systems through a variety of devices
and networks, the chance of a security breach intensifies. A mobile workforce
means companies must leverage new security technologies and procedures that
will stand up to the challenges created from mobile enterprise applications.
Companies have already invested significant resources toward building secure
corporate infrastructures, which cannot be compromised by the wireless
extensions added to applications.

Security needs be addressed at a device level to protect local data and to
minimize the threat of releasing a virus within corporate systems. It also needs to
be inherent to the transport layer of the solution because there is no guarantee
that IS will be able to keep pace with the proliferation of devices that workers try
to connect with.

EASE OF MANAGEMENT

IS departments have gone from managing a single computer per user to
managing potentially an endless number of machines and devices. They will be
charged with managing the authentication of not only who is gaining access to
the network but also from what device, which is critical to managing access
policies as well as the look and feel of applications on the variety of available
mobile devices. Employing server-based mobile technologies allows centralized
control and thwarts many of the problems stemming from IT support, asset
management, authentication, and other device noncompliance issues.

As with any system accessing corporate data, enforcing IT policies is more easily
accomplished when the company holds ownership of the devices. Companies
that purchase, distribute, and support mobile devices are able to exercise the
same control that they already exercise over corporate PCs.

SCALABILITY

Mobility in the enterprise will roll as a self-perpetuating force that builds off each
small win that companies gain from data being more accessible than it was
before. At its broadest level, mobility will give workers secure access from any
device, whether in the office or out, to any piece of information they need, and
they will do it as easily as they check their email today.

With that vision, the key attribute for success of initial wireless deployments is the
ability to deploy a scalable solution, as an expectation of larger user deployment
in additional phases. Scale should refer to not only addressing an increasing
number of users leveraging a wireless solution but, perhaps more important, the
ability to scale beyond the initial application or project scope. As many customers
are focused on an initial project and specific problem being solved, scaling the
initial offering across a broader portion of the organization is a significant criterion
to consider.
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END-TO-END COMPONENTS OF A WIRELESS
PLATFORM

MOBILE DEVICES

Building an enterprise mobile strategy eventually requires a decision regarding the
mobile devices that will be supported. The market is flooded with choices in form
factor and platform that will continue to evolve and converge at a quickening pace
with the strengthening enterprise interest. From PDAs that synchronize through
cables or connect through WiFi to smart phones styled in the sprit of a data-centric
PDA to those that add data capabilities to the mobile phone form factor, enterprises
have a variety of available choices.

As enterprises begin their evaluation of devices, it is important that it's conducted in
the context of the business tasks to be mobilized and with an understanding of the
devices' unique mobility constraints. Table 1, in Appendix A, includes a checklist of
criteria for evaluating enterprise solutions. Key attributes to assess include the
following:

Battery life. The length of charge among various devices can be a few hours, a
few days, or even a couple of weeks, depending on the size of battery, a device's
capability set, and its built-in power management features. An understanding of
the mobility patterns of a company's mobile workforce will help determine the
span that a charge needs to last. Also, because advanced capabilities such as
WiFi, WAN, color screens, and GPS further tax battery life, enterprises sensitive
to power should invest in devices that offer appropriate, not excessive,
capabilities for the tasks at hand.

Screen size. The type of data to be displayed on mobile devices will help
determine the screen size that will deliver the best experience. Although PIM
data can be displayed on a mobile phone—sized screen as effectively as it can be
on a PDA, richer content will almost always benefit from more screen real estate.

Input. Understanding how workers will need to interact with mobile data will help
determine what kind data input technologies should be inherent to the device. If
email and other forms of content creation are integral parts of the mobile
applications, integrated and detachable keyboards can be more versatile and
accurate than numeric keypads or handwriting recognition.

Size and weight. At what point is a device too small that it ceases to be useful?
At what point is a device too large that it ceases to be carried? The right mobile
device for a job will allow meaningful data interactions in a form factor that fits the
mobility patterns of the target workers.

Storage. The amount of onboard memory determines the amount of data that
can be carried and accessed on the device when a user is away from wireless
coverage. Applications requiring a mix of online and offline work will require
sufficient storage so data can be saved between network or system connections.

MOBILE PLATFORM

As part of a core end-to-end wireless platform, there are many attributes that
constitute the main ingredients for such a server-based environment. The following
sections highlight these key attributes.

ENTERPRISE INTEGRATION

As wireless deployment continues to permeate enterprise customers, it is critical for
such solutions to seamlessly integrate within core enterprise systems to offer a fluid
wireless offering that not only hides the complexities of such a deployment but also
supports existing environments. Enterprise integration provides the key link from
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existing systems out to the wireless environment and must provide a transparent
connection between the two. Characteristics of enterprise integration include the need
for open APlIs or connectors to existing applications, the support of multiple wired and
wireless networks (as discussed in the Introduction), strong synchronization in wired
and wireless environments, and the ability to manage and secure the wireless
environment and application through a console that is integrated with existing
management systems.

PUSH

Push architecture, which immediately routes data from the server to the user's mobile
device, is critical in wireless deployments whether they are email, PIM, or other CRM
or field service applications. This push architecture provides mobile workers with
persistently connected access to the data they require, delivering real-time access to
key applications and increasing productivity and enhancing the value of the wireless
implementation.

It is also important to note, that although sometimes advertised as Push, technologies
such as SMS (Short Messaging Service), scheduled pull or other data delivery
methods that do not fall into the definition discussed above are not considered Push.

SECURITY

As wireless solutions continue to build momentum and the subsequent number of
devices infiltrate the enterprise, the impetus to manage and secure these solutions
grows stronger. Wireless security is important because it provides optimized solutions
specifically addressing the needs of mobile devices and wireless connectivity. In
particular, wireless security addresses the needs of securing the transmission through
encryption, authentication, authorization, access control, and firewall protection down
to the device level, delivering the need to lock down and provide backup and recovery
of critical corporate data. Future considerations may also include the need to address
mobile viruses and intrusion detection within wireless environments.

STANDARDS-BASED SOLUTIONS

One of the fundamental enhancements of wireless enablement today is the ability to
build solutions based on standards that provide a flexible architecture to develop or
extend enterprise applications. As wireless solutions continue to emerge, it is critical
to include platforms that embrace standards such as Java and XML within the
development environment, open APls, and tools support and multiplatform support
from both a server and client environment. Open server environments are the more
pressing requirement due to the vocal market demand for single server environments
that can provide push services to devices from many different OEMs.

GLOBAL SOLUTIONS

Developing a wireless platform that has the extensibility to address multiple regions is
imperative to delivering a global solution. Although addressing language and
universal issues is important, understanding the nature of wireless solutions across
multiple regions and countries demonstrates the true global reach of a wireless
project. As an example, in Europe and Asia the mobile operator will have a much
more significant role in mobile deployments today than it will in North America. The
ability to provide an adaptable architecture to address multiple infrastructure
requirements drives the global nature of the solution offering.

SUPPORT SERVICES
Technology is a critical aspect in the rollout of any wireless deployment; however,

understanding the importance of supporting the IT organization as well as the end
user is paramount. Convenient, comprehensive, and flexible training, development
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support and professional services can be necessary to assist new technology rollouts
as well as address considerations in future product deployments.

"EXTENSIBILITY READY" COMPONENTS

Extensibility-ready components are additional entities that should be inherent within a
successful wireless solution. Some of these components are detailed below:

Transport mechanism for nonemail wireless data. The need for customers to
work with vendors that can deliver an extensible platform that provides for
email/PIM as well as additional nonemail wireless data applications should be a
requirement for enterprise deployments today. Although email/PIM is important in
enterprise mobility, future mobile deployment projects will be more heavily
concentrated on applications beyond email. Consideration must be given to
those vendors that not only have the scale to deliver on the needs today but also
can provide a much broader offering to address multiple applications and
enterprise wide utilization.

Wireless data connectors. Common back-end systems such as Siebel, Oracle,
SAP, and PeopleSoft offer standard development frameworks that can easily be
extended wirelessly. This includes utilizing standard Web-based client design,
specific APIs, and other development tools to rapidly provide wireless access. In
addition, the support of other data sources and objects, including XML and Web
services, provides adaptability of a broad level of existing data sets into wireless
environments. Lastly, support of common software development kits allows
organizations to leverage existing resources and familiar development
environments and use tools to build compelling applications for their mobile
population base.

Professional services. Beyond product sets, vendors providing professional
services, consulting, and implementation or other support services deliver
additional solution-level value to customers seeking customized implementations.
This can be achieved through a vendor's in-house services organization or
through a third-party partner.

Application support. As wireless deployment projects continue to infiltrate
enterprises, technology for IT is no longer the driving factor. An application that
begins to solve a problem and addresses the need of a line-of-business manager
resonates much more strongly than a platform play. Partnerships with popular
enterprise application providers and development of solutions that lead with an
industry-specific application both deliver key extensibility-ready components.

co

NCLUSION

Mobilizing enterprise applications should not be done for mobility's sake.
Although there will be growing pressure to keep pace with the mobility efforts of
competitors, mobile solutions should always be centered in a business case that
weighs its benefits and costs against the alternative methods for getting the job
done.

Enterprise mobile strategies should focus on extending standing investments and
unleashing the value of existing applications. The most powerful applications are
those being used every day by workers. The ability to provide access to these
applications to mobile workers is the true value of a mobile deployment project.
Providing mobile workers with key sets of application access within a mobile
environment delivers significant business advantages and addresses the
strategic needs of the organization.
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To deploy successful wireless solutions, it is critical that companies not rebuild
but rather leverage existing deployments and look for a vendor that can deliver a
scalable solution. Key attributes include a global, standards-based offering that is
integrated with existing enterprise systems and one that includes a push-based
architecture, management and security components, and a support structure. In
addition, an extensibility-ready architecture must be inherent in any wireless
offering providing offline access to wireless email and other applications, API
connectors to access common enterprise applications and legacy systems, a
professional services organization within the vendor or strong partnership, and a
framework for deploying applications.

Let the business goals, worker mobility patterns, and attributes of the data to be
mobilized determine a solution's wireless platform. The degree to which workers
need to access the most up-to-date data, the requirement for voice
communication to be part of the solutions, and the location from which data will
be exchanged — from the field, on a campus, or within a building — will
determine whether a wide-area, local-area, wired synchronization, or
combination of methods is most appropriate.
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Appendix A

TABLE 1 CRITERIA FOR EVALUATING WIRELESS ENTERPRISE PLATFORMS

Key Attributes

Evaluation Criteria

Included

Mobile devices

Battery life

Does the length of battery charge meet the mobility patterns of my company's mobile
workforce?

Screen size

Is the screen size appropriate for the data to be displayed?

Data input requirements

Does the data input technology (keyboard, keypads, etc) meet the needs of my
company's mobile workforce? Will the users be able to input corporate information
from the device?

Size and weight

Does the form factor of the mobile device fit the mobility patterns of the company's
mobile workforce? Is it small enough to be carried by users regularly, yet large
enough to be useful to the task?

Storage

Is there sufficient on-board memory to allow the mobile device to store and access
data when out of wireless coverage?

Mobile Platforms

Enterprise integration

Does the mobile solution seamlessly integrate with the company's existing IT
systems? Does it support integration with multiple corporate applications and
platforms?

IT management

Does the mobile solution allow for easy management of mobile assets and enforce
compliance with the company's access policies? Is there central management of
devices from an advanced management console and/or through standard third-party
management tools? Does one server support all devices, networks and platforms?

Push

Does the mobile solution allow persistently connected, real time access to the required
data? Does the solution support the active pushing of content to user devices? Are
the handhelds able to accept pushed content in real-time by being connected to the
network at all times? Will the platform automatically retry sending data to the
handheld if it was offline?

Security

Does the wireless solution integrate with core enterprise security offerings such as
encryption, authentication, authorization, access control, firewall protection, intrusion
detection and anti-virus? Are mobile device lock down, back-up and data recovery
capabilities inherent as part of the wireless offering? Is all data transmission
encrypted end-to-end? Does the server reside behind the firewall? Can passwords on
devices be enforced? Has the security of the system been independently validated by
a3" party or government agency?

Standards-based
solutions

Does the wireless solution comply with industry standards and leverage non-
proprietary technologies such as XML, xHTML Basic, cHTML, WML, HTTP, HTML,
Java, etc.? Does it offer a standards-based development environment/tools?

Global reach

Does the wireless solution provide an adaptable architecture to address the different
infrastructure of multiple regions and countries? Can it support global deployments?
How easy can mobile users roam globally without having to switch devices? Does the
solution support multiple languages? How good is the wireless coverage, and does it
meet the needs of my mobile workforce?

Scalability

Can the wireless solution accommodate the expected increase in the number of users
and applications deployed across the organization?
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TABLE 1 CRITERIA FOR EVALUATING WIRELESS ENTERPRISE PLATFORMS

Key Attributes Evaluation Criteria Included
Support services Does the wireless solution include a comprehensive suite of support services to help
with new technology rollouts, as well as migration to new products deployments?
Does it offer a developer application support program?
Extensibility-ready
components
Transport mechanism Does the solution support one secure transport mechanism for all data types — email?
for nonwireless email Application or intranet/internet browsing? Does communication between the handheld
and the network function without the need to set-up time consuming and data intensive
VPNs or other security mechanisms?
Wireless data Does the wireless solution include a complete set of tools (API or browser-based) to
connectors allow rapid deployment or extension of an application to the mobile device?
Professional services Does the wireless solution include a comprehensive set of professional services such
as consulting, integration, and training to allow a customized solution to meet the
company's specific requirements?
Application support Does the wireless solution provider have the strategic alliance with key enterprise
application providers that deliver key extensibility- ready components?
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